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Proposal for Distributed Concurrency Control

About Project
*Abstract:

Now Sentinel can support cluster flow control by QPS and thread number, but It’s not
enough. We want to enrich cluster flow control capabilities by adding cluster concurrency
control. Wewantto control the number of API callsata certain moment, whichis different from
QPS and thread number. At the same time, providing a set of extension mechanisms allows

users to implement their own concurrency control logic.

In order to achieve cluster concurrent flow control, we use the token recovery mechanism
to calculate the current concurrency, and use ConcurrentLinked HashMap to store the tokenId.
To deal with the situation of token client disconnection and resource call timeout, we decide to
detect its status regularly. In order to allow users to quickly implement their own cluster

concurrent flow control rules, we have implemented an interface-based framework.

*Implementation plan:
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public class NowCallsMap {
// §faiiifcbﬁgurrentHashMap<Long, AtomicInteger> map = new
ConcurrentHashMap<Long, AtomicInteger>();
// hﬁiv5fé5§f$fﬁé”§6idfdbdate(Long flowId, Integer
count) {

map . get (flowId).getAndAdd (count); }
// B nowCalls

private static Integer get(Long flowId)
{ map .get(flowId) ;
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// ’ﬁiﬂ‘%nowCaLLs

private static Boolean remove(Long flowId)
{ map .remove(flowId); }

/7 ¥ nowcalls
private static Boolean put(Long flowId, Integer nowCalls)

{ map .put(flowId, new AtomicInteger(nowCalls));
)
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public class FlowRule {

private Long flowId;
y) EAHRE

private 1nt concurrencyLeveL
// client” W |i&i
private Long c11entT1meout
// client ¥

private Long sourceTimeout;

//

//something others. ... ..

canPass (int aquireCount) {
return NowCallsMap.get(flowId) + aquireCount >= concurrencylLevel;

} public boolean

aquireCount) {
NowCallsMap.get(flowId);

g b ek
/) FREEI nowCalls

public boolean

tryPass(int
int now =
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if (canPass(aqu1reCount) && NowCallsMap.update(flowId, aquireCount)) {

M

// = " TokenId
Long TokenId
Y V&

generateTokenId(),

cacheNode node = generateCacheNode(aquireCount);

Ho A 3
// cacheNode

"™ LocalCache (LinkedHashMAP > 2

LocalCache.putValue(node);

/) PEREEE  gg1se
return true;
} else
{ return
false;
}

}

public boolean relase(Long TokenId) {

//
LocalCache.removeKey(Toke
/!

NowCallsMap update(flowld
/s HFIE “ false
return true;

// something
else }

A FH R EAEE 5549 ConcurrentLinkedHashMap [ Local Cache Xt R A7 % tokenld, &

gEH N E R,
FLowRule [¥] nowCalls {HEE{THE/E,

pub11c class CacheNode {

//

TR Tokren™rokenId

pr1vate Long tokenId

//

AN A

nId);

-aquireCount);

4)

private Long c11entT1meout
VS v
pr1vate Long sourceTimeout;
/) E
private Long flowId;

* Token AT 3T #131

int aquireCount = LocalCache.getKey(TokenId).getaquireCout();

HAFETT S8 CacheNode A T REMSTE E HAMM BRI HH tokenTd Hf X H X7
FATFEEH flowld 172 CacheNode HLIH 2=,
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// something else;
}

N T RERGAERT T B SO I BRSEmE , RATFE LocalCache 2Krpiscit 17— MEH KM Jm

ExpireStrategy, FmitiMIBRNS, BRIAMISENGRLE WIS . T (HEAREZ 4, RAITHES
HE B HLAH L.

cacheNode cacheNode cacheNode cacheNode
tokenld 1 tokenld 2 tokenld 3 tokenld 4

4. LocalCache Z5#4

public class LocalCache<K, V> {
// p?iVaté CogcurrentLlnkedHashMap<K CacheNode<K, V>>
loca1Cache,'
// private ExpireStrategy
ExpireStrategy;
// ﬁ@ﬁ&ﬁ%ﬁiocalCache(Expirestrategy
expireStrategy) {
this.localCache = new ConcurrentLinkedHashMap<>();

this. ExplreStrategy explr‘estr‘ategy,
/8 B B IR BRI A

ExpireStrategy.removeExpireKey(localCache, null);
Y/
KIREFH B
public V getValue(long TokenId) {}
// tokenId
public V putValue(K key, V value) {}
7/ EiFrey-value: @& B it

public V putValue(K key, V value, long expireTime) {}
// p\lbiu V removeKey(K key)

{}
// publicivoid clear()
{3

ABEILHE CacheNode I (HR#E CacheNode f] clientTimeout J&TE) FA M token
client ML . a5 H KT ARG RURIIB L IRATRT A FE R 20 ks o IR ik e iy 30411 78 49
fffEH T ConcurrentLinkedHashMap #8455 (MRFtE,  RERS KRR BE SR m 3RAIRCE, BRIRFRATX
BRI EA token client $EZRAGIIET H], Xt client ¥R Uik N fE]— MO T 2AHSER,
R b 3 4 B A S D B0 o [T AV T i 0 4 A b ) R e K B . eIt KD,
FE R0 AN B I R A TR 0 P42 ) o [ B 0 g PO ik 2 SR IR R AR [ IZEK T token
client il I JEBRTAFA] (CacheNode ) SourceTimeout J@&ME) N2> 8T H. token client
TEMA L, TAE AR 2 MR R tokenId .



Alibaba Summer of Code 2020

public class RegularExplreStrategy {
) EHEEEERA ] , BRI 1A 7
prlvate long executeCount = 1000;
) EHMEFHATHEERE [1 54
private long executeDuration = 1000 * 60;
) EREFRTETA

private long executeRate = 60;

public V removeExpireKey(ConcurrentLinkedHashMap< {, CacheNode<K, V>> localCache, K key) {
ScheduledExecutorService executor = Executors.newScheduledThreadPool(1);

sy T executeRate L E

executor.scheduleAtFixedRate (new MyTask(localCache), ©, executeRate, TimeUnit.MINUTES);
return null;

private class MyTask implements Runnable {
private ConcurrentLinkedHashMap<Long, CacheNode> localCache;

public MyTask(ConcurrentLinkedHashMap<Long, CacheNode> localCache)
{ this.localCache = localCache;

}

@Override
public void run() {
long start = System.currentTimeMillis();
List<Long> keyList = localCache.keySet().stream().collect(Collectors.tolList());
for (int i = 0; 1 < executeCount && i < keylList. 51ze(), 1++) {

/) EANEF T Z %R concurrent LinkedHas hMap P AR 36 775, E 4% A it Z A5
Long key keyLlst get(l),

/) BRR PR AT client M A 3 I A B} if 7]

/) EAEEIE client LW E XL tokenId -

if (10ca1Cache get (key). getExplreTlme() - System.currentTimeMillis() < ©
| 1sSourceT1meout()) {

// felient

if (clientShoutDown) {
/) BEFLEGELowrule B nowcalls
NowCallsMap.update(flowId, aquireCount);
/) MEFHE flowrd
localCache.remove (key);

}
}

//“ifg(Syéééh.currentTimeMiLLis() - start >
executeDuration) {
break;

}

R SCHURS™ FEAEZE

REBS R, 15— ROy R A ML 9T ConcurrentLinkediashMap A7 45 Hi%
WIF2ZE4, F T 9260 TR redis. guava LocalCache . 3ol R F¥ 25— FhseBly
SRR AR B e BRI T BT . AR A th A Foe 7kl N T
RE AL P s BIAEREROT 2, RAIREZ SR R B T R
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B 5. HoAh AT RERI LI
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N TR AT e/ BT A, AT AR 7 BT SRR IR A BT A 2, R e A i
BUE BT R BN TS TR . FEAERRALZE I th i CONCURRENCY_CONTROL X AN ] LAKR
PHERIFRRIE T, FIE RequestProcessorProvider ### Concurrency Request
Processor, W3R hander &I tokenRequest FJZETYZ CONCURRENCY CONTROL, Sentinel HM\

RequestProcessorProvider 3 Concurrency Request Processor 4b¥EgsAbFHIf K& IRRIHR,
IR BRI AR IS T S AE o WA I R AT, 4 DA IR A SR

EHIRAERIE
SERRAANR

SHRAANSKEEE |
EERT | SERA BRI | ﬁ%&&ﬂﬂfd] SRR
r’ SREBIBRITIARSS TokenService L
RequestProcessor
F \X //
Request BRI Response 3L | |
RequestEntityDecoder ResponseEntityWriter | |
MWURFEIIE MXFFI
Server FrameDecoder FrameEncoder
"""" L
I
Client XTI WXRFIIE
FrameEncoder FrameDecoder h
Request FFFfC Response RFFIft \,_(from Istio, Envoy) '
y por ityDecoder S ==
b\ Service Mesh

ClusterTokenClient

EERAERE
from SPI provider

‘ ERIRTIEEES

Sentinel Core

B 6. BEREIR T 7 S48
[FIF, Oy TR BRI A AU A IR THEZE s, FRATRIUE 1 IR dastse 1 3t BLAE FHER AR
TR FH PR E HiAL B O A P FT DA 25 SEIR B892 LR 5%, R ERATT BRI
FUUR AR 2 R X AR RS, 1k Be s USSR LI
public interface TokenService {
/7 EH Toren

TokenResult requestToken(Long ruleId, int acquireCount, boolean prioritized);
Fags
// T4 Token

TokenResult releaseToken(Long tokenId);
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Y Token

/7
TokenResult keepToken(Long tokenId);



