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● All vulnerabilities mentioned during 
this talk have been remediated

● The views and opinions expressed in 
this presentation are solely our own

● The content presented is not endorsed 
by, nor does it represent the views 
of our employers

● All materials and ideas shared are 
independently developed and should 
not be attributed to our employers

Disclaimer



About us

Adnan Khan

John Stawinski

➔ Security Engineer for Day Job

➔ Security Researcher

➔ Bug Bounty Hunter

X: @adnanthekhan
Web: https://adnanthekhan.com

➔ Red Team Security 
Engineer at Praetorian

➔ CI/CD Security Researcher

➔ Watched  Avatar TLA 3 
times in the past year

➔ Former Collegiate  Athlete

Web: https://johnstawinski.com
Email: jstan327@gmail.com 
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GitHub Actions provides a broad attack 
surface that can expose organizations to 
critical supply chain attacks, especially by 
abusing self-hosted runners.
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•Built by GitHub
•Updated on a weekly 
cadence
•As of writing, covers:

• Linux, Windows, 
MacOS

• Multiple 
architectures

•Always Ephemeral

GitHub-Hosted Runners

•Managed by end users
•Runs the Actions 
Runner agent
• Security is the 
user’s responsibility
• “Path of Least 
Resistance” is a non-
ephemeral self-hosted 
runner

Self-Hosted Runners



We’ve Discovered High/Critical CI/CD Vulnerabilities In…



Adnan Khan - X: @adnanthekhan Web: https://adnanthekhan.com John Stawinski - Email: jstan327@gmail.com Web: https://johnstawinski.com



Adnan Khan - X: @adnanthekhan Web: https://adnanthekhan.com John Stawinski - Email: jstan327@gmail.com Web: https://johnstawinski.com

The Progression

1.
Red 
Team

August 
2022

3. July 
2023

2. 2022/
2023 4. August 

2023
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3 Steps to Identifying Self-
Hosted Runner Takeover at 
Scale
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Searching for Candidates

Result Limit+
Code Search 

Dorks No Limits
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Automated Scanning
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Manual Triage

🔎
Can I Pwnz the thing?

Can I Pwnz it gud?
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What is Self-Hosted Runner Takeover?

Specific case of 
Public Poisoned 

Pipeline 
Execution [CICD-

SEC-4]

Deployment of 
persistence on a 
self-hosted runner 
via a Pull Request

Large number of 
lateral movement and 
privilege escalation 

paths
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Self-hosted runner misconfigurations 
are amplified by GitHub’s insecure 
defaults.
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Playing with 





Recon - There’s Complicated, and Then There is Pytorch

90+ Workflows

15+ GitHub Secrets

5+ Self-hosted 
Runners
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Recon - Confirming Self-Hosted Runners





Need to find a PR that:
1. Submitted by a previous 

contributor from a fork
2. Was not approved
3. Triggered Workflows that ran on 

pull_request



These three things together = PROBABLE default workflow 
approval requirements



Adnan Khan - X: @adnanthekhan Web: https://adnanthekhan.com John Stawinski - Email: jstan327@gmail.com Web: https://johnstawinski.com

It takes a long time to find GitHub’s documentation on self-hosted runner security
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Phase 1: Infiltrate the “Contributor” List

Remember, the default workflow approval requirements only 
allow Contributors to execute workflows without approval.
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Phase 2: Install C2 on select self-
hosted runners

Leveraged our “Runner-on-Runner” C2
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Phase 3: The Great Secret Heist

Self-hosted runner post-
exploitation is how you go from 

trivial RCE to 
complete supply chain attack.



Self-hosted runner post-
exploitation is how you go from 

trivial RCE to 
complete supply chain attack.
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Background - The Magical GITHUB_TOKEN

Tokens are 
only valid 
for the 
duration of 
each job

Used by 
workflows to 
authenticate to 
GitHub for API 
and Git 
Operations

Read
Write

Multiple scopes

Permissions can 
be read or write 
for each
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When a workflow uses the actions/checkout step, the 
GITHUB_TOKEN is stored on the self-hosted runner 

The Problem: GITHUB_TOKENs from fork PRs have read-
only permissions

The Solution: Persist on the runner and capture a token 
from a future workflow



Self-Hosted 
Runner

Workflow From Fork PR
➔ No access to 

secrets
➔ GITHUB_TOKEN 

with read 
permissions

Workflow From Base Repository
➔ Access to 

secrets
➔ GITHUB_TOKEN 

with write 
permissions

1. Implant Runner

2. Wait for future workflows 
from base repo to execute 
on the runner

3. Compromise GITHUB_TOKEN 
and any GitHub secrets 
used by subsequent 
workflows
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Stealth Mode: Activated

curl -L \

-X DELETE \

-H “Accept: application/vnd.github+json” \

-H “Authorization: Bearer $STOLEN_TOKEN” \

-H “X-GitHub-Api-Version: 2022-11-28” \

https://api.github.com/repos/pytorch/pytorch/runs/<run_id>



Modifying GitHub 
Releases
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curl -L \

-X PATCH \

-H “Accept: application/vnd.github+json” \

-H “Authorization: Bearer $GH_TOKEN” \

-H “X-GitHub-Api-Version: 2022-11-28” \

https://api.github.com/repos/pytorch/pytorch/releases/102257
798 \

-d ‘{“tag_name”:”v2.0.1″,”name”:”PyTorch 2.0.1 Release, 
bug fix release (- John Stawinski)”}’
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The Crown Jewels - GitHub 
Secrets

Secrets, secrets, are very fun.

➔ Often overprivileged

➔ Can provide lateral 
movement opportunities 
beyond the GitHub 
repository



Picking Our Targets (Searching for Secrets)



Problem: Workflows 
with privileged GitHub 
secrets didn’t run on 
our compromised self-
hosted runners

Solution: Use a 
GITHUB_TOKEN to 
create our own branch 
and execute arbitrary 
workflows



Problem:
GITHUB_TOKENs are 
not allowed to modify 
files in the 
.github/workflows 
directory

Solution: Find a workflow 
with GH secrets that 
executes code from outside 
of the .github/workflows 
directory



Taking another look at 
Weekly.yml….





_update-commit-
hash.yml is still in the 
restricted workflows 
directory….



Update_commit_hashes
.py is not in the 
workflows directory
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Any code we added to 
update_commit_hashes.
py would execute when 
Weekly.yml was 
triggered
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Our payload: encrypt 
the GitHub secrets 
and print them to 
the build logs 
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1. Use a captured GITHUB_TOKEN to create a new branch

2. Add our payload to the update_commit_hashes.py script

3. Use the GITHUB_TOKEN to trigger our payload via 
workflow_dispatch with actions:write

4. Retrieve encrypted secrets from build log, delete logs, cancel 
workflow, and decrypt secrets
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Video of Attack
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Pt 2



Adnan Khan - X: @adnanthekhan Web: https://adnanthekhan.com John Stawinski - Email: jstan327@gmail.com Web: https://johnstawinski.com

Access to 93 repositories in the PyTorch 
organization

Multiple paths to supply chain compromise



Backdoor PyTorch
Dependency

Use Two PATs to 
Contribute to Main

Smuggle into Feature 
Branch



Rinse and Repeat



Significant privileges 
in the PyTorch AWS 
Account



Identified PyTorch 
releases
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Disclosure 
Report submitted to Meta Bug BountyAugust 9, 2023
Report sent to “appropriate product team”August 10

September 8th We reached out to Meta to provide an update
September 12th Meta said there is no update to provide

October 16th Meta said they consider the issue mitigated

October 16th We responded saying the issue was not fully 
mitigated

November 1st

November 21st

We reached out to Meta, asking for another update

Meta responded, saying they reached out to 
someone else to provide an update

December 7th

December 15th

We send strongly worded email to Meta expressing 
remediation concerns, leading to back-and-forth

Meta awarded $5,000 bounty and offered a call to 
discuss remediation
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Is there an easier way?
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GATO-X
We spent hours preparing our proof-of-concepts.
Gato-X automates the entire runner takeover attack.

Run Gato-
XFix Typo

Get Shell

Learn 
Approval 

is 
Required
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Available at: https://github.com/AdnaneKhan/gato-x

https://github.com/AdnaneKhan/gato-x
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Now, it’s your turn.
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What other TTPs are 
available during GitHub 

Actions post-
exploitation?
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Build Poisoning - like SolarWinds, but at Scale

Persist on 
Runner

Modify Source 
or Scripts 

During Builds 

Build 
Artifacts
Poisoned
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GitHub Release Assets - A 
fragile Trust

Write access to a repository 
allows modifying release assets 
using the GitHub API

DELETE old asset

POST new asset

Indicator of compromise? 
Just the timestamp
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Arsenal Item: Post-Checkout Hook

What happens when a subsequent 
workflow only runs once a month and 
lasts one minute?

Requirements:

- Extend the build time
- Don’t break the 

workflow
- Stealthy
- Can notify you!
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Many to one to, so, so many

Pwn 
Requests

Runner 
Takeover

Privileged 
Workflow 
Execution

Steal 
GITHUB_TOKEN & 

Secrets

Actions 
Runtime 
Token 
Abuse

OIDC 
Abuse
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GITHUB_TOKEN - Many flavors of danger

Contents: write

Actions: write

Pages: write

PullRequests: write

Packages: write

Some permissions do 
not pose a serious 
risk

contents: write and 
actions: write pose 
the most risk
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Actions: write + Contents: write

Issue workflow_dispatch 
events

Modify non-protected branches

Create feature branches

Create 
Feature 
Branch

Issue 
Dispatch 
To New 
Branch

OIDC 
Abuse

Modify 
file 

executed 
in 

workflow

Steal 
Secrets
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Workflow_Dispatch Escalation
Injection Style

dispatch input used in run 
or github-script steps?

You can inject into 
it!
Only need actions: write
for this!



Workflow_Dispatch Escalation
Injection Style

dispatch input used in run 
or github-script steps?

You can inject into 
it!
Only need actions: write
for this!



Injection 
Target
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An Example Payload
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Contents: write Alone

Modify non-protected 
branches

Description, AssetsModify Releases

Modify Tags

Issue repository_dispatch
Events

Reusable Actions are often 
referenced by tag

Pipeline Privilege Escalation
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Turning a Branch into a Payload

Add malicious code to run on 
next push by developer

Add malware to run on 
developer workstations (if 
they pull changes and run 
tests)

These attacks work within the GITHUB_TOKEN’s 
limitations

Jump to new workflows

Dev account compromise can 
be game over!
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PullRequests: write + Contents: write

Repository allows 
GitHub Actions to 
create and approve 
Pull Requests

1 Reviewer Required

No CODEOWNER 
protection ruleset

Code Modification in protected branches, IF: 

&&

&&

)

(
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PullRequests: write + Contents: write

Supply Chain Compromise!

Capture 
Token from 
Runner

Create 
Fork PR 
with 

Changes

Approve PR 
with Token

Merge PR 
with Token
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Advanced Post Exploitation

Jumping to Internal 
Self-Hosted Runners

GitHub Actions 
Cache Poisoning



Available now at https://github.com/jstawinski/GitHub-Actions-Attack-Diagram
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What Can GitHub Do Better?

Warnings 
& 

Awareness

Secure 
Defaults

Granular 
Approval 

Requirements
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Defense: The Obvious Stuff
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Defense: Ephemeral Runner Deployments

Actions Runner Controller 
(ARC) - Kubernetes 
Controller for GitHub 
Actions Self-Hosted Runner

Autoscaling Groups with 
Cloud Providers

Third-Party Managed 
Runners

Remember!

Ephemeral applies to the 
runner and its environment

A shared working directory 
with an ephemeral runner is a 
weak boundary!🚀
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Defense: Runner Group Workflow Pinning

Workflow by SHA

Workflow by 
Branch

Workflow by Tag
Protect 

privileged 
runners



CI/CD Security is HARD

20+ High & Critical Bug Bounty 
Submissions $$$

Many Organizations compromised 
through CI/CD on Red Team 

Engagements

You Need to learn about these 
attacks to protect your 

organization from compromise



DON’T LET THIS 
BE YOU



Thank 
You

X: @adnanthekhan

Email: 
me@adnanthekhan.com

Web: 
https://adnanthekhan.com

Email: 
jstan327@gmail.com

Web: 
https://johnstawinski.com
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