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First…A Story











Disclaimer

- All vulnerabilities mentioned during this talk have been remediated

- The views and opinions expressed in this presentation are solely our 
own

- The content presented is not endorsed by, nor does it represent the 
views of our employers

- All materials and ideas shared are independently developed and 
should not be attributed to our employers
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John StawinskiAdnan Khan

➔ Red Team Security Engineer

➔ CI/CD Security Researcher

➔ Enjoys anything outside, 
especially activities that lead 
to injury

➔ Former Collegiate Athlete

➔ Nomadic (for now)

Email: jstan327@gmail.com
LinkedIn: www.linkedin.com/in/john-stawinski-72ba87191
Website: johnstawinski.com

➔ Security Engineer 
for Day Job

➔ Security Researcher

➔ Bug Bounty Hunter

➔ Live in Baltimore, 
Maryland

X: @adnanthekhan
Website: adnanthekhan.com



Insert Adnan pic here

And many more….
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Ok, but is it 

really that 

bad?



Yes.



There is a systemic lack of awareness

around self-hosted CI/CD agent security in 

the world’s most advanced technological 

organizations, exposing them to critical 

supply chain attacks.



The tech community is uninformed of these attacks

These attacks are easy

These attacks could shape the course of the world
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The 

Progression 

Abused a Self-Hosted GitHub Runner  
on a Red Team Engagement

August 
2022

Developed GitHub Actions Attack 
Tooling

2022/2023

Disclosed GitHub Actions 
Vulnerabilities in Public Repositories 
with Bug Bounty Programs Using 
Self-Hosted Runners

July 2023 - February 
2024

Lightbulb Moment - Decided to Put 
Fixing a Typo to the Test Against 
GitHub Itself

July 2023
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➔Built by GitHub

➔Updated on a weekly cadence

➔As of writing, covers:
◆ Linux, Windows, MacOS
◆ Multiple architectures

➔Always Ephemeral

➔Managed by end users

➔Runs the Actions Runner agent

➔ Security is the user’s responsibility

➔ “Path of Least Resistance” is a non-
ephemeral self-hosted runner.

Github-Hosted 
Runners

Self-Hosted
Runners



Does GitHub 

Warn THEIR 

USERS?



Workflow Run Log Analysis
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Workflow Run Log Analysis

On public repositories, anyone can download the run logs

Every GitHub Actions workflow has a run log. 

Attackers can:

Learn about the self-hosted runner’s configurations
Plan a full attack before any malicious actions



#BHUSA @BlackHatEventsJohn Stawinski - Email: jstan327@gmail.com Website: johnstawinski.comAdnan Khan – X: @adnanthekhan Website: adnanthekhan.com



#BHUSA @BlackHatEventsJohn Stawinski - Email: jstan327@gmail.com Website: johnstawinski.comAdnan Khan – X: @adnanthekhan Website: adnanthekhan.com



#BHUSA @BlackHatEventsJohn Stawinski - Email: jstan327@gmail.com Website: johnstawinski.comAdnan Khan – X: @adnanthekhan Website: adnanthekhan.com

Organization Level vs. Repository Level Runners

Requested Runner Labels

Runner Name / Group
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GITHUB_TOKEN Permissions

Ephemeral vs. non-Ephemeral Runner

Runner Architecture



Teach Me How to 

Hack Everyone.



Becoming a Contributor is 
Not a Security Boundary

People Tend to Use Default Settings

Anyone Can Fix a Typo



What is the “Vulnerability”?

By themselves, 
these are gaps in 
“best practices”

Together, 
they could 
ruin your 

day

Over-permissive 
GITHUB_TOKEN

or Actions Secrets

Default workflow 
approval

Non-ephemeral 
public repo self-

hosted runner
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The Three Step Process

1. Become a contributor
2. Persist on the runner
3. Capture secrets and 

move laterally
Become 

Contributor
Implant 
Runners

Wait for 
Builds

Build 
Tampering

Move 
Laterally

Secrets 
Exfiltration

Pipeline
Privilege 

Escalation



Case 
Studies Perimeter



The tech community is uninformed of 

these attacks which can have critical, 

widespread impact

Case Study 1



Hacking 

GitHub, 

Through 

Actions

Case Study 1: GitHub 

Actions Runner Images

“The one that started it all”
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How do I become a Contributor?

The typo
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- Account Created: 07-17-2023
- Pull Request Submitted: 07-18-2023
- Pull Request Merged: 07-20-2023
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- Account Created: 07-17-2023
- Pull Request Submitted: 07-18-2023
- Pull Request Merged: 07-20-2023



Planning the Attack

Scheduled Nightly Workflows on Self-
Hosted Runners

GITHUB_TOKEN with full write 
access

Multiple Non-Ephemeral Self Hosted 
Runners

Nightly Builds Interacted with 
vCenter, Azure and had secrets to 
both

Images saved off
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The mission - Failure was not an option 

GO TIME: Friday, July 21st, 2023

CleanupImplantation

High Detection Risk 
Window

Runner Persistence

Scheduled 
Workflow

Capture 
GITHUB_TOKEN

Time

Timing Was CriticalOne Shot
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The payload - Modified “Linter.yml” in Fork 

For pull_request trigger, the 
merge commit is the source of 
truth!
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The payload - Modified “Linter.yml” in Fork 
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The payload - Modified “Linter.yml” in Fork 
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The payload - Modified “Linter.yml” in Fork 
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The payload - Runner on Runner
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The payload - Runner on Runner
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The payload - Runner on Runner
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The payload - Runner on Runner
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The payload - Runner on Runner
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The payload - Runner on Runner
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The payload - Runner on Runner
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{

{Subsequent 
Workflow Runs

Implantation 
Workflow Runs
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PersistencE on Self-Hosted Runner

GITHUB_TOKEN with actions: write

Un-redacted scripts from future workflows

Internal Network Access

GITHUB_TOKEN with contents: write

Interact with ongoing builds

Delete workflow runs via Github API [T1070]

Access to workflow secrets [T1552]

Move Laterally to Internal vCenter [T1210]

Pipeline Privilege Escalation via Repository 
Dispatch Event [T1546]

Supply Chain Compromise [T1195]

Access Result

https://attack.mitre.org/techniques/T1070/
https://attack.mitre.org/techniques/T1552/001/
https://attack.mitre.org/techniques/T1210/
https://attack.mitre.org/techniques/T1546/
https://attack.mitre.org/techniques/T1195/002/
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Webshell
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Clean 

Malicious 

Runs



Techniques

Base64 encode and print to workflow log on private C2 repo

Use actions/upload-artifact to exfiltrate larger files

Place post-checkout hook in .git/hooks and dump runner’s 
memory - requires root

Webshell and 

Secrets 

Exfiltration
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Impact - NEtwork Lateral 

Movement

Ability to pivot 
to private 
vCenter 
deployment as 
administrator
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Impact - Build Tampering

Legitimate 
Build Starts

Legitimate Runner 
Checks out Code

Swap Build 
Scripts

Build 
Poisoned
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Pipeline Privilege Escalation
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Pipeline Privilege Escalation

Use GITHUB_TOKEN and GitHub API 
to trigger repository dispatch event 
with script injection payload
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Pipeline Privilege Escalation

Use GITHUB_TOKEN and GitHub API 
to trigger repository dispatch event 
with script injection payload
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Pipeline Privilege Escalation

Use payload to dump runner’s 
memory and steal the 
PRAPPROVAL_SECRET, which is a 
PAT belonging to a GitHub 
employee.
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Pipeline Privilege Escalation

Use payload to dump runner’s 
memory and steal the 
PRAPPROVAL_SECRET, which is a 
PAT belonging to a GitHub 
employee.
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Pipeline Privilege Escalation

Use token to approve and merge
attacker fork pull requests into 
main.
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Pipeline Privilege Escalation

Use token to approve and merge
attacker fork pull requests into 
main.
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Impact - Supply Chain 

Compromise

Modify code in 
main

Rapid release 
cadence

Malicious 
Changes

Main

Self-Approve 
+ Merge

Hack 
Everyone
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Attack Path Summary

Implant 
Runners

Become 
Contributor

Capture 
Secrets 

from Runs

Pivot to 
Mac Cloud 

vCenter

Tamper 
with Builds

Capture 
Employee 

Token

Modify 
Source 
Code



These attack are easy.

Case Study 2
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Case 

Study 

2 

Breaching Microsoft’s

Perimeter



Breaching Microsoft’s

Perimeter

Social Engineering 

Web Application Vulnerability

Fix a Typo
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A Trend in AI/ML…

Many public GitHub repositories that use self-
hosted runners for compute requirements

Engineers working on AI projects have high 
pressure to move very fast

Result: Developers take shortcuts at the 
expense of security
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➔Open-source deep-learning 
optimization library

➔33,000 stars on GitHub









Creating our Malicious WOrkflow

1. Create Deepspeed Fork

2. Add malicious workflow

3. Submit PR



Creating our Malicious WOrkflow
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Hello REDMOND



Opens the door to 
Active Directory 
lateral movement 
and privilege 
escalation - Red 
Teaming 101
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Case Study 2 - Microsoft Deepspeed

These attack are easy.

Implant 
Runner

Become 
Contributor

Active 
Directory 
Foothold

Lateral 
Movement  

with 
Developer 
Privileges
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Gato-x DEMO

Available at: https://github.com/adnanekhan/Gato-X





None have Seen 

what you are 

about to see…



These attacks could shape the course of 

the world

Case Study 3



Case Study 3

INSIDE
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Look No Typo
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Look No Typo
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Merge commit contains arbitrary code from fork

Pull_request_target workflows have access to secrets

Look No Typo
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Show ME THE SECRETS
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Show ME THE SECRETS
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Show ME THE SECRETS

Modify tox.ini or unit tests to run arbitrary code

The ‘ACTION_TOKEN’ was a GitHub Personal Access Token

Workflow ran tox after checking out untrusted code
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AI/ML Strikes Again 

Over-scoped Classic Personal 
Access Token (PAT) with “all 
boxes checked” as Actions secret

Non-ephemeral runner attached 
to public repository

Changes to workflows allowing 
forks access to secrets without 
security reviews
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A Pull Request can do what?

ACTION_TOKEN

Access To Private 
Organizations

Ability to Approve PR 
Workflows Persistence on Non-

Ephem Runner
Egress from Allow-

Listed IP
Search for Internal 

MisconfigCreate Pull 
Request

Gato-X 
Enumeration from 
Intel Self-Hosted 
Runner
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Not great, but it’s one employee, 

and the runner is in the DMZ

Except…
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All Employees Could Become Admin
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All Employees Could Become Admin
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All Employees Could Become Admin
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Unprecedented Access

Admin to ALL repos in 
intel-restricted

16321 

Some repos 
included highly 
restricted IP

Ability to Delete 
Organization Entirely

Ability to make all repos 
public

NDA
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Unprecedented Access

Admin to ALL repos in 
intel-restricted

16321 
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Unprecedented Access

Some repos included highly restricted IP

NDA
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Unprecedented Access

Ability to make all repos public
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Unprecedented Access

Ability to Delete Organization 
Entirely
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Unprecedented Access
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PATs & CI/CD attack Surface

32%

Active PATs with 10 or 
more scopes checked

79%

Percentage of active 
PATs with no expiration

date.

0
Audit log events 
generated when 

enumerating PAT access

Metrics based on June 14th point in time from Two Intel orgs
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Aftermath

20+

Reports 
Submitted

Lots of Bug Bounties
Earned
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Defense - How Can You Protect Your 

Organization From Risk?



Protecting Against Self Hosted 

Runner Attacks

Do Not Mix CI and CD

Enable Workflow 
Approval 

Requirements

Use Deployment 
Environments for 

Production Secrets

Limit 
GITHUB_TOKEN 

Permissions

Use Least Privilege 
Principle for 

Workflow Secrets

Monitor Self-Hosted 
Runners

EDR

Use Managed 
Ephemeral Runners 
Whenever Possible

Do Not Share Runners 
Between Public and Private 

Repos
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The Real Problem - Protecting 

Against CI/CD Attacks

GitHub PAT Hygiene

Pwn
Request

Standard 
PR Trigger

Social 
Engineering

Runner 
Takeover

Internal 
Runners

Public Repo 
Runners
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Black Hat Sound Bytes

1. Continuous Integration, Continuous Destruction is Systemic

2. Public GitHub Repositories are In the Crosshairs

3. Ignorance is Breach





Thank 

You

X: @adnanthekhan

Email: 
me@adnanthekhan.com

Web: 
https://adnanthekhan.com

Email:
jstan327@gmail.com

Web: 
https://johnstawinski.com
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○ https://karimrahal.com/2023/01/05/github-actions-leaking-secrets/

● GitHub Security Lab – Preventing Pwn Requests 

○ https://securitylab.github.com/research/github-actions-preventing-pwn-requests/

● Marcus Young Self-Hosted Runners at Facebook

○ https://marcyoung.us/post/zuckerpunch/

● GitHub Actions Runner Images

○ https://github.com/actions/runner-images

● Adnan Khan - One Supply Chain Attack to Rule Them All

○ https://adnanthekhan.com/2023/12/20/one-supply-chain-attack-to-rule-them-all/

● John Stawinski – Fixing Typos and Breaching Microsoft’s Perimeter

○ https://johnstawinski.com/2024/04/15/fixing-typos-and-breaching-microsofts-

perimeter/
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https://securitylab.github.com/research/github-actions-preventing-pwn-requests/
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https://johnstawinski.com/2024/04/15/fixing-typos-and-breaching-microsofts-perimeter/
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● GitHub REST API Documentation

○ https://docs.github.com/en/rest?apiVersion=2022-11-28

● GitHub Rulesets Documentation

○ https://docs.github.com/en/repositories/configuring-branches-and-merges-in-your-

repository/managing-rulesets/about-rulesets

● GitHub Customer Story For Intel

○ https://github.com/customer-stories/intel

● Praetorian – Self-Hosted Runners are Backdoors

○ https://praetorian.com/blog/self-hosted-github-runners-are-backdoors/

https://docs.github.com/en/rest?apiVersion=2022-11-28
https://docs.github.com/en/repositories/configuring-branches-and-merges-in-your-repository/managing-rulesets/about-rulesets
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