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Abilites

An ability is a specific ATT&CK tacticftechnique implementation which can be executed on running agents. Abilities will include the command(s) to run, the platforms /

CALDERA

5.0.0

™ CAMPAIGNS

executors the commands can run on (ex: Windows [ PowerShell), payloads to include, and a reference to a module to parse the output on the Caldera server.

agents

abilities

adversaries

kshield
manx

sandcat

stockpile
training

ttpschef

+ Create an Ability

Clear Filters

1743 [ 1743 abilities

credential-access T1552.004 - Unsecured Credentials: Private Keys

ADFS token signing and encryption certificates theft -
Remote

defense-evasion T1562.001 - Impair Defenses: Disable or Modify Tools

AMSI Bypass - Remove AMSI Provider Reg Key

With administrative rights, an adversary can remove the AMSI Provider registry key in
HKLM\Software\Microsoft\AMSI to disable AMSI inspection. This test removes the
Windows Defender provider registry key. Upon execution, no output is displayed. Open
Registry Editor and navigate to "HKLM:\SOFTWARE\Microsoft\AMSI\Providers\" to verify
that it is gone.

execution T1059.001 - Command and Scripting Interpreter: PowerShell

ATHPowerShellCommandLineParameter -Command
parameter variations with encoded arguments

defense-evasion T1562.001 - Impair Defenses: Disable or Modify Tools

AMSI Bypass - AMSI InitFailed

Any easy way to bypass AMSI inspection is it patch the dll in memory setting the

operations N : . S
Tactic Retrieve ADFS token signing and encrypting certificates. This is a precursor to the h?:-ISI_m“FEHEdd fUI‘ICtIDi‘Ikt; l:l;e' Uponlexlecunon, nohOL.llltput I? d|s§-l|ayedl, :
& PLUGINS Golden SAML attack (T1606.002). You must be signed in as a Domain Administrators ps:ffwww.mdsec.co.uk/2018/06/exploring-powershell-amsi-and-logging-evasion/
All user on a domain-joined computer. Based on https://o365blog.com/fpostfadfs/ and
https:/faithub.com/fireeye/ADFSDump.
abilities Technique
1L re) access
'LLE I E Il_l ?DH All defense-avasion T1562.001 - Impair Defenses: Disable or Modify Tools defense-evasion T1562.001 - Impair Defenses: Disable or Modify Tools
atomic ) .
Plugin AMSI Bypass - Create AMSIEnable Reg Key AMSI Bypass - Override AMSI via COM
e Threat Actor could disable the AMSI function by adding a registry value name With administrative rights, an adversary can disable AMSI via registry value in
debrief All "AmsiEnable” to the registry key "HKCU\Software\Microsoft\Windows HKCU\Software\Classes\CLSID\{fdb00Oe52-a214-4aal1-8fba-4357bb0072ec} by
Script\Settings\AmsiEnable” and set its value to 0. Ref: overriding the Microsoft Defender COM object for AMSI and points it to a DLL that does
Platform https://mostafayahiax.medium.com/hunting-for-amsi-bypassing-methods- not exist. This is currently being used by AsyncRAT and others.
fieldmanual a ttps:f/strontic.github.iofxcyclopediaflibrary/clsid_ eb2-a214-4aal- a-
9886ddalbfad h i ic.github.iof! lopediaflibrary/clsid_fdb00e52-a2 8fb
BI: (@) |§| All 4357bb0072ec.html https://securitynews.sonicwall.com/xmlpost/asynerat-variant-
O T -

includes-cryptostealer-capabilites/

execution T1058.001 - Command and Scripting Interpreter: PowerShell

ATHPowerShellCommandLineParameter -Command
parameter variations

Executes powershell.exe with variations of the -Command parameter

execution T1059.001 - Command and Scripting Interpreter: PowerShell

ATHPowerShellCommandLineParameter -EncodedCommand
parameter variations




K-Shield Jr,

X =
Zlopy =4y 1h

Caldera

Magma | Caldera

(= A‘)H ® localhost:8888/abilities
—

« abilities X

Abilites

An ability is a specific ATT&CK tacticftechnique implementation which can be executed on running agents. Abilities will include the command(s) to run, the platforms /

CALDERA

5.0.0 executors the commands can run on (ex: Windows [ PowerShell), payloads to include, and a reference to a module to parse the output on the Caldera server.

™ CAMPAIGNS

kshield
manx

sandcat

stockpile
training

ttpschef

execution
exfiltration

impact
lateral-movement
multiple
persistence
privilege-escalation
reconnaissance

technical-information-gathering

T1562.001 - Impair Defenses: Disable or Modify Tools

emove AMSI Provider Reg Key

ts, an adversary can remove the AMSI| Provider registry key in
bft\AMSI to disable AMSI inspection. This test removes the

ider registry key. Upon execution, no output is displayed. Open
igate to "HKLM:\SOFTWARE\Microsoft\AMSI\Providers\" to verify

T1059.001 - Command and Scripting Interpreter: PowerShell

ommandLineParameter -Command
tions with encoded arquments

agents

abilities + Create an Ability credential-access T1552.004 - Unsecured Credentials: Private Keys defense-evasion T1562.001 - Impair Defenses: Disable or Modify Tools
_EX_'Il = %E A versarics ADFS token signing and encryption certificates theft - AMSI Bypass - AMSI InitFailed

operations Remote Any easy way to bypass AMSI inspection is it patch the dll in memory setting the

Tactic Retrieve ADFS token signing and encrypting certificates. This is a precursor to the r;?:-ISI_m“FEHEdC; fUI‘ICtIDi‘Ikt; l:l;e' Uponlexlecunon, nohOL.|||tpu1 I? d|s§-l|ayedl, :
& PLUGINS 1606.002). You must be signed in as a Domain Administrators LU R B e s
\/ A" H computer. Based on https:ffo365blog.com/postfadfs/ and
ye/ADFSDump.

Sbilites build-capabilities
1L re) access
'LLEX_-Il E II_I ?DH collection T1562.001 - Impair Defenses: Disable or Modify Tools defense-evasion T1562.001 - Impair Defenses: Disable or Modify Tools

atomic - q

— d Ll reate AMSIEnable Reg Key AMSI Bypass - Override AMSI via COM
command-ana-coniro
e ble the AMSI function by adding a registry value name With administrative rights, an adversary can disable AMSI via registry value in
debrief CrEdentia |-BCCESS histry key "HKCU\Software\Microsoft\Windows HKCU\Software\Classes\CLSID\{fdb00Oe52-a214-4aal1-8fba-4357bb0072ec} by
bble” and set its value to 0. Ref: overriding the Microsoft Defender COM object for AMSI and points it to a DLL that does
d f n v | n edium.comfhunting-for-amsi-bypassing-methods- not exist. This is currently being used by AsyncRAT and others.

fieldmanual erense-evasio https://strontic.github.io/xcyclopediaflibraryfclsid_fdb00e52-a214-4aa1-8fba-
BI: o |§| . 4357bb0072ec.html https://securitynews.sonicwall.com/xmlpostfasyncrat-variant-
O - d|SCUvery includes-cryptostealer-capabilites/

execution T1058.001 - Command and Scripting Interpreter: PowerShell

ATHPowerShellCommandLineParameter -Command
parameter variations

Executes powershell.exe with variations of the -Command parameter

execution T1059.001 - Command and Scripting Interpreter: PowerShell

ATHPowerShellCommandLineParameter -EncodedCommand
parameter variations
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agents
abilities
adversaries

operations

& PLUGINS

abilities
access
atomic
compass
debrief
a
fieldmanual

kshield
manx

sandcat

stockpile
training

ttpschef

5.0.0

abilities X

Abilites

An ability is a specific ATT&CK tacticftechnique implementation which can be executed on running agents. Abilities will include the command(s) to run, the platforms /
executors the commands can run on (ex: Windows [ PowerShell), payloads to include, and a reference to a module to parse the output on the Caldera server.

+ Create an Ability

Tactic

All

Technique

Vv All

credential-access T1552.004 - Unsecured Credentials: Private Keys

ADFS token signing and encryption certificates theft -
Remote

Retrieve ADFS token signing and encrypting certificates. This is a precursor to the
Golden SAML attack (T1606.002). You must be signed in as a Domain Administrators
user on a domain-joined computer. Based on https://o365blog.com/fpostfadfs/ and
https://aithub.com/fireeye/ADFSDump.

T1001.002 | Data Obfuscation via Steganography

defense-evasion T1562.001 - Impair Defenses: Disable or Modify Tools

AMSI Bypass - AMSI InitFailed

Any easy way to bypass AMSI inspection is it patch the dll in memory setting the
"amsilnitFailed" function to true. Upon execution, no output is displayed.
https:ffwww.mdsec.co.uk/2018/06/exploring-powershell-amsi-and-logging-evasion/

- Impair Defenses: Disable or Modify Tools

COoM

T1003 | OS Cred

| Dumping

T1003.001 | OS Credential Dumping: LSASS Memory

T1003.002 | OS Credential Dumping: Security Account Manager
T1003.003 | OS Credential Dumping: NTDS

T1003.004 | OS Credential Dumping: LSA Secrets

T1003.005 | OS Credential Dumping: Cached Domain Credentials
T1003.006 | OS Credential Dumping: DCSync

T1003.007 | OS Credential Dumping: Proc Filesystem

T1003.008 | OS Credential Dumping: [etc/passwd, [etc/master.passwd and [etc/shadow
T1005 | Data from Local System

T1006 | Direct Volume Access

T1007 | System Service Discovery

T1010 | Application Window Discovery

T1012 | Query Registry
T1014 | Rootkit

T1016 | System Network Configuration Discovery

Wsable AMSI via registry value in
4-4aal-8fba-4357bb0072ec} by
for AMSI and points it to a DLL that does
zRAT and others.
sid_fdb00e52-a214-4aal-8fba-
cwall.comfxmlpost/asyncrat-variant-

nand and Scripting Interpreter: PowerShell

irameter -Command

-Command parameter

nand and Scripting Interpreter: PowerShell

hrameter -EncodedCommand
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7. Business Continuity: Are we able to sustain business operations without access o
certamn svsiems? For how long? Have we tested thas?
8. Have we attempied to hack into our own systems to test the
v " 3 i o T m
15 and our ability 1o defend agansi aftacks? G"" CO”'I munications and SUUCJJFL
Typical main page:
even Mitia n Sirate

= - I:h * 5N MRCT OSSO g

DHS encourages network admimstrators to implement the recommendations below, which ca
prevent as many as 83 percent of targeted cyber-attacks. These stra
many, but DHS cor

5+ .

1. Patch applications and eperating systems - Vulnerable applications and operating

S are COMIMon sense Lo

nues 1o so¢ intrusions because orgamzations il 1o use these basic

-‘:;l."'l'r‘-' Th!l.‘i site 15 under constraction

systems ane the targets of most attacks. Ensunng these are patched wi st updates

- greatly neduces the number of exploitable entry points available 1o an attacker. Use best
-
practices when updatng software and paiches by only downloading updates from
-

authenticated vendor siles.

Please, Wait a few weeks

L I'.'lh.n.l..'\-l\.' n

2. Application whitelisting - Whitelisting 15 one of the best security strat

allows only specified programs to run while blocking all others, including malicious For begatrendstone.com, we have the following directory structure

sofiware

Restrict administrative privileges — Threat actors are increasingly focused on gaining
php (main C&C script
1.php (unknown, replies “Wrong 1D({])7)

or {error logs stored here

control ol legiimale credentials, especially those associated wilh g pnvileged

accounts. Reduce privileges to only those needed for & user’s duties, Separate

administrators into privilege tiers with limited access to other tiers

4. Network Seg

1enl netwWorks mio

catation and Segregation into Security Fones — Se

.l'l:-_'l-\.'-\.ll enclaves and restnct host-to-host communications paths, This helps profect U L

2 T = L8
sensilive mformation and cntical services and linuts damage from network perumeter bin/Sk =
& 11¥
breaches ailg!

1

||:l|:u[ validation ].':|-||'. validation i a method of samitizing untrusted user input

encrypted stolen victim system content

L
f

provided by users of a web application prevent many types of web applic:
secunty flaws, such as SQLi, XSS, and command injection

6. File Reputation — Tune Ani-Vines hile reputahion systems (o the most aggressive sel

possible; some products can limit execution 1o only the |

For auto 2116 phpriet.us, we have the following directory structure:
stworthy code from gaining control

thing can acoess you

Understanding firewalls — When anyone or

chkupdate.php (main command and control script
patch,/error
IJI_:. 1

ume, your network 1= more susceptible to be

block data from certan locations ([P whitehsting) or appheations while allowing

and necessary data through,

The group encrypts victim data on their servers with single user/passkey combi

ns across multiple victims. When an unauthornzed user attempts 1o aCCess a

Darkhotel web interface for victim nent without the correct passkay, the

&5 on the page

T of 13
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Edit Ability

Platform X
EI:I-I i"H windows W

Executor

psh v

EVILEL

ebe7eb_aws_users.txt

04cb63_T1037_005_daemon.plist
file_search.psi1

Sbdafa_LibHello.js
741a31_test_upx

bookmark.scpt
Command

1 Set-ItemProperty -Path HKLM:\Software\Policies\Microsoft\Windows\PowerShell -Name ExecutionPolicy -
2 Value ByPass;

EEX'" E X|5H Zl $shell = New-Object -ComObject Wscript.Shell

— < Set-ExecutionPolicy Bypass | echo $shell.sendkeys("Y r'n")

Timeout

60

Cleanup

4+ Add Cleanup Command

Requirements

+ Add Requirement

“) Reset Cancel B save
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Technique_ID: T1566.001,
UUID : [lafaec09315ab71fdfbl67175e8a019a],
Technique_Name: Phishing: Spearphishing Attachment

2) GitHubo]| 3TH=! &N 54 =oj|0[1 AlL}2|2 H|O|E] &
e Step E—Tl—.-o}01 st& g1t US|

IJ
|I{Il|
=
M

Step 1 - Inttial Breach

The scenario begins with an initial breach, where a legitimate user clicks (T1204 / T1204.002) an
executable payload (screensaver executable) masquerading as a benign word document (T1036 / T1036.002).

Once executed, the payload creates a C2 connection over port 1234 (T1065) using the RC4 cryptographic
cipher. The attacker then uses the active C2 connection to spawn interactive cmd.exe (T1059 / T1059.003)
and powershell.exe (T1086 / T1059.001).
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Python 2l0|E2{2|§ S3l| HIAE F&

@staticmethod
def extract_text_from_pdf(pdf_path):

reader = pypdf.PdfReader(pdf_path)
text = "

for page i1n reader.pages:

text += page.extract_text()
print(text)

return text
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1 @ [ caldera — -zsh — 106x30
HTTP Request: POST

Full response content: Here is the analysis of the identified MITRE ATT&CK techniques used in Operation Gh
ost, along with their brief explanations:

1. **Technique_ID**: T1566.001
**Name**: Phishing: Spearphishing Attachment
**JUID**: [lafaec@9315ab71fdfb167175e8a@19a]
**Explanation**: This technique involves sending targeted emails with malicious attachments to specific

individuals or organizations to gain initial access.

. **Technique_ID**: T1078.001
**Name**: Valid Accounts: Default Accounts
**UUID**: [4e@f69a36c9e@b956f08afd5824972ce]
**Explanation**: This technique refers to the use of default accounts that are often present in systems

, Which attackers can exploit to gain unauthorized access.

3. **Technique_ID**: T1003.002
**Name**: 0S Credential Dumping: Security Account Manager
**JUID**: [7ab6f458cdffo4fdd8ec@c2917400dd90]
**Explanation**: This technique involves extracting credentials from the Security Account Manager (SAM)

database on Windows systems.

4. **Technique_ID**: T1106
**Name**: Native API
**JUID**: [17d93ablfd57382921a239c¢ff1605f5b]
**Explanation**: This technique involves using native operating system APIs to execute commands or perf

orm actions without inwvoking higher-level functions.

5. **Technique_ID**: T1129
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This analysis provides a comprehensive overview of the techniques employed in Operation Ghost, highlighting the sophisticated methods used by the Duk
es for cyber espionaae_

Extracted UUIDs: ['lafaec@9315ab71fdfbl67175e8a@19a , '4e@f69a36c9e@b956f08afd5824972ce’, '7a6f458cdffo4fdd8ec®@c2917400dd9@', '17d93ab1fd57382921a239
cffle@5f5b', 'bbe3r4evlissssvaerrerassbolutrlis/a, cWl77717b47f2cd07949186523fa3cbb', 'd860912345435c¢53b73d2d3@9b2c2b9a’', 'e4c51df71641@dc7baccead922f
9d9a4', '1f15ab22c¢39a9b6bb2bb@d77276dfcb3’, '73fedl1f32224461748c3630217b7d300', '7a84be471dldf7e676a97f7b6286aal3’', 'aS55beed84485deba9e9c98f@dc@e990@a

', 'c275ffb52331397b42ebc52338be3c8c’, '9995c62a6263al4ae3b6@fe2bb52e67a’, '7b6d@accaab6330d701dea8f4d7d96d4’, 'eb5568c299ec2de8@91eeefb3bc347ec’, 'd
65c4ebfab4fcd52f49e1@abldbb4d2d’, '8cd933afe764c4159000cadeaS55f8ca5", '2f5cf8c3e8a3a3ebe5621e8f77c5bfe5"', 'ebab8eal8bc9ac93808fffbdcf7c3a3f’, '7ade88
54cf5f27a38e6b9d9abalSe22b', '638fbbbb-ba39-4285-93d1-7e4775b033a8', '65048ecl-f7ca-49d3-9410-10813e472b30', '720a3356-eeel-4015-9135-0fc@8f7eb2d5’,
'2edd98c78521bdele@5cdlcl@c269fab’, '548f5aa3ec2fcfcb6872eel@975480f29", '129a792378b8ae67926bb2d043c1a@69', '72784d12700b219ec134aad42cec5603e’', 'bb@d
f721f4a4defa743efe9e61837c44 ']
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@staticmethod
def create_adversary_api(name, description, atomic_ordering):
url = 'http://localhost:8888/api/v2/adversaries'
data = {
“name” : name,
"description": description,
"atomic_ordering": atomic_ordering

}

response = requests.post(url, data=json.dumps(data))

create_adversary_api(filename, description, uuids)
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@staticmethod
def create_adversary_api(name, description, atomic_ordering):
url = 'http://localhost:8888/api/v2/adversaries'
data = {
“name” : name,
"description": description,
"atomic_ordering": atomic_ordering

}

response = requests.post(url, data=json.dumps(data))

create_adversary_api(filename, description, uuids)




= 2. Caldera =132 THE:

Magma | Caldera X +

& @ localhost:8888/plugins/ttpschef

ﬁi ttpschef X

CALDERA TTPSCHEF
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ttpschef

Operation Ghost  The Dukes aren't back - they never left

CALDERA TTPSCHEF

nitial access. In 2014, the Dukes started

sch as a Denial af Servic

Command and Contro
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Adversary Profiles are collections of ATT&CK TTPs, designed to create specific effects on a host or network. Profiles can be used for offensive or defensive use cases.
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