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Iss
ue 
# 

Problem Code Snippet Comment 

Bugs 
1 oqsprov/oqs_k

mgmt.c (Major) 

 

Pointer is used 
without NULL 
validation 

2 oqsprov/oqspro
v.c (Minor) 

 

There is a path 
available which 
can keep 
ossl_cersionp to 
NULL, yet this is 
used in strcmp 
without validation. 

3 oqsprov/oqspro
v_keys.c (Minor) 

 

tlsname can be 
NULL 

4 test/oqs_test_e
vp_pkey_param
s.c (Major) 

 

Algs-
>algorithm_names 
can be NULL 



 

 

- 

5 test/oqs_test_g
roups.c (Minor) 

 

Dir can be NULL 

6 test/oqs_test_si
gnatures.c 
(Major) 

 

Code flow suggests 
sig[0] can be 
undefined in some 
case and it is being 
accessed. 

7 test/test_comm
on.c (Blocker) 

 

Totest is accessed 
beyond its storage 
indices. 

8 test/test_comm
on.c (Blocker) 

 

Totest is accessed 
beyond its storage 
indices. 

Command Injection 



 

 

- 

9 oqs-
template/gener
ate.py 

 

Could be a 
problem if 
command could be 
arbitrary 

10 scripts/commo
n.py 

 

Could be a 
problem if 
command could be 
arbitrary 

11 scripts/commo
n.py 

 

Could be a 
problem if 
command could be 
arbitrary 

12 scripts/commo
n.py 

 

Could be a 
problem if ossl 
could be arbitrary 

Cross Site Scripting 
13 oqs-

template/gener
ate.py 

 

Auto-escape must 
not be enabled by 
default. One can 
use sth like  below: 



 

 

- 

env = 
Environment(autoe
scape=select_auto
escape(['html', 
'htm', 'xml']), 
                  
loader=PackageLo
ader('mypackage')) 
 

    
Code Smell (Not a bug but improvement will help) – in severity order 

14 various 
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